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What happensto victims?

What isID theft?
Who commits

ID theft?

How can I 

avoid it?

Lone 

fraudsters

Organized 

criminals

Hackers

Your bank account numbers, 

passwords, PIN codes

etc. are stolen

Fraudsters open new
bank and credit card accounts

in your name

You get a bad credit rating

Be aware!  Look out for
too-good-to-be-true

deals, emails/calls asking
for personal info etc.

Report suspicious emails
& calls to the bank or 

organization being spoofed

Check your bank statements,

credit ra
tings etc. re

gularly 

Form of fraud

ID thieves assume

the identities of

their victims

They run up 
large bills and 
disappear

They stealyour moneyYou have to prove who you are

to re-establish your identity

It is distressing &
costly to victims

Run antivirus & anti-spyware 

software & patch your system
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Impacts on 
victims

What is ID theft? Impacts on 

organization

Controls

Adverse publicity and 

reputational damage

Direct & indirect 

costs mount up

Resources are 
diverted from
core business

Disclosure of

personal information

Theft of money

Legal and other costs

to recover identity

Security awareness
for employees & 

customers
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Form of fraud

ID thieves assume

the identities of

their victims
They run up 

large bills and 
disappear

The base issue
is a failure of 

authentication

Bad credit

Loss of confidence in

the system of controls

It is distressing &

costly to victims

Legal controls

e.g. copyright

& trademarks

Strong 

authentication
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Controls for organizations

Risks for individuals
Risks for 

organizations

Controls for 

individuals

Damaged 

reputation

Fraud losses

Repeated 
attacks

Marketing policies e.g. not

sending links in emails

Website certificates showing
the organization’s name

Legal action to recover

stolen funds, stop copyright 

infringement etc.

Be aware!  Look out for
too-good-to-be-true

deals, emails/calls asking
for personal info etc.

Report suspicious emails
& calls to the bank or 

organization being spoofed

Check your bank statements,

credit ra
tings etc. re

gularly 

Form of fraud

ID thieves assume

the identities of

their victims

They run up 
large bills and 
disappear

Incident response
and management 

procedures

It is distressing &
costly to victims

Run antivirus & anti-spyware 

software & patch your system In
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