NoticeBored information security awareness

Case study on 3" parties

Third party security responsibilities

Scenario

NOTIC

Information Security Case Study

EBOR

When Andrew Chapman checked a server he had purchased on eBay for £36, he was horrified to
discover confidential personal data (names, addresses, credit card numbers, signatures etc.) on a
million customers of American Express, NatWest and Royal Bank of Scotland. According to the
news report, the machine was sold by a former employee of Graphic Data, a service company
tasked with archiving the banks’ data. A second computer from the same site is evidently also
missing, meaning yet more personal information could have been exposed.

Questions and discussion points
1. Outline the main information security concerns in this scenario.

2. Briefly describe the potential impacts of these concerns on those involved.

The banks
concerned

Graphic Data

Bank
customers

Andrew
Chapman

Former Graphic
Data employee

3. If you were senior executive at one of the banks involved, how would you respond to this

incident?
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Model answers

Note: these are not meant to be definitive or comprehensive answers, nor are they legal advice.
They are merely suggestions to stimulate discussion on the information security issues arising from
the scenario described above.

Main information security concerns:

e The server was not properly sanitized by deleting all the personal data before it was disposed of
e This appears to be in breach of the UK’s Data Protection Act

e While the former Graphic Data employee appears to be largely to blame for the incident,
Graphic Data and the banks share responsibility

e How did the server come to be sold on eBay by a former employee and what has happened to
the other missing computer?

2. Potential impacts on those involved:
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3. Potential banking executive response:

First of all, the facts need to be clarified. The Police should be called in to gather evidence,
investigate and establish exactly what happened, and most importantly to track down the
second missing server.

The relationship with Graphic Data is clearly in question. Hopefully, there was a legally-binding
contractual commitment on GD to protect the bank’s data from this and other kinds of security
incident. The ‘liabilities’ section of the contract may well be enacted. The bank should seek
legal and commercial advice on its position and options (e.qg. is it still sending data to GD? Are
there alternative service providers it could use instead? If it is already using other service
providers, are those relationships covered by legally-binding contracts with suitable security and
liability clauses?).

Repairing damaged customer relations would be a commercial priority, along with cancelling
and replacing the credit cards of those individuals whose data has been exposed etc.

Note: this case is based on a news story reported by the Daily Mail on 25" August 2008.
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